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“Dr. Capy Cosmos, a capybara unlike any other, astounded the scientific community with his groundbreak-
ing research in astrophysics. With his keen sense of observation and unparalleled ability to interpret cosmic
data, he uncovered new insights into the mysteries of black holes and the origins of the universe. As he
peered through telescopes with his large, round eyes, fellow researchers often remarked that it seemed

as if the stars themselves whispered their secrets directly to him. Dr. Cosmos not only became a beacon e 9 CaPYbara P]_“Oblem
| same

of inspiration to aspiring scientists but also proved that intellect and innovation can be found in the most
— KB 2] A

unexpected of creatures.” — GPT 4

Table 1. This quote is LLM output from ChatGPT (GPT-4) when prompted with “Can you write a few sentences about a capybara that
is an astrophysicist?"” The Falcon LLM assigns this sample a high perplexity (2.20), well above the mean for both human and machine
data. Despite this problem, our detector correctly assigns a Binoculars score of (.73, which is well below the global threshold of
(.901, resulting in a correct classification with high confidence. For reference, DetectGPT wrongly assigns a score of ().14, which is
below its threshold of 0.17, and classifies the text as human. GPTZero assigns a 49.71% score that this text is generated by AL

B &R #: 220 I TR R T AERE “ B
DetectGPTS} M 4F9: 0.14 ALIE 3 AL AR” AR 3 & 49
GPTZeroik 7 % X £49.71% 1 Al % 7% %ok ?
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#2 i1 Cross-perplexity 5 Binoculars score LR g .
= j
log X-PPL o, p,(8) = —% Y " My(s); - log (Ma(s)s) log PPLp4(s) = — 7 Z log(Yiz,;)
=1 =1

log PPL a4, (s)

B Mi. Mo\S) =
ot 2( ) logX-PPLMl,MQ(S)
“Dr. Capy Cosmos, a capybara unlike any other, astounded the scientific community with his groundbreak-
ing research in astrophysics. With his keen sense of observation and unparalleled ability to interpret cosmic . 2 g:::;:t
data, he uncovered new insights into the mysteries of black holes and the origins of the universe. As he 2
peered through telescopes with his large, round eyes, fellow researchers often remarked that it seemed -
as if the stars themselves whispered their secrets directly to him. Dr. Cosmos not only became a beacon
of inspiration to aspiring scientists but also proved that intellect and innovation can be found in the most p 11
unexpected of creatures.” — GPT 4 2 o
Table 1. This quote is LLM output from ChatGPT (GPT-4) when prompted with “Can you write a few sentences about a capybara that %
is an astrophysicist?"" The Falcon LLM assigns this sample a high perplexity (2.20), well above the mean for both human and machine 209
data. Despite this problem, our detector correctly assigns a Binoculars score of (.73, which is well below the global threshold of =
(.901, resulting in a correct classification with high confidence. For reference, DetectGPT wrongly assigns a score of ().14, which is o8
below its threshold of 0.17, and classifies the text as human. GPTZero assigns a 49.71% score that this text is generated by AL 3
g

Binoculars score: 0.73 > ¥4&0.901 F| by iF A | o 50 100 1500 2000

Sequence Length (Falcon Tokenizer)

Spotting LLMs With Binoculars: Zero-Shot Detection of Machine-Generated Text ICML2024
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Detection of Machine-Generated Text from ChatGPT

Spotting LLMs With Binoculars: Zero-Shot Detection of Machine-Generated Text ICML2024 7
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Maximum Mean Discrepancy (MMD)
BRXFHEFRZL: FER —A“well-behaved” H K f £ /5T @ B iF&R X

R= max [Eznp(z)f(T) — Eyuq) F(Y)]

xTr

1?=1}1(a;<%2f(w)— %Zf(y)

MMD &) 4£ R
ATRERERERTARRTRE —9H

MMD =0 & P = ()

MNIST samples Samples from a GAN

Detecting Machine-Generated Texts by Multi-Population Aware Optimization for Maximum Mean Discrepancy ICLR2024
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Detecting Machine-Generated Texts by Multi-Population Aware Optimization for Maximum Mean Discrepancy ICLR2024
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X
Two-sample test (2ST). Let P, Q be Borel probability measures on X CR?. We observe independent

identically distributed (IID) data Sp={x; }]"_; ~P" and Sp={y; }72;~Q™. 2ST aims to determine
if P and Q come from the same distribution, i.e., P = Q (Borgwardt et al., 2006; Liu et al., 2020).

Single-instance detection (SID). Let [P be a Borel probability measure on X CR¢ and /ID observa-
tions Sp={x; }_;~P", SID aims to tell if the test instance ¥ is from the distribution P.

NRAEH MMD (P, Q;H)=  sup  [E[f(X)]-E[f(YV)]|=VE [k (X, X)) {E (V.Y ]-2k(X,Y))].

FEF N filag, <1

MMD-D MMD-MP o MPP (P, Q; Hy) := E [k, (X, X" -2k, (X,Y))].
)
o 2 J(P,Q; kw) = MPP (P, Q; kw)/UfJI (P, Q; kw) &AL B 4T
9 —e— 2Cov(kxx,-2kxy) by —e— 2Cov(kxx,-2kxy)
E 50- : E 50-
7 - _‘,‘/7‘3*-4-121
> o0 o > 0 $t-uouussd il
0 25 50 75 100 0 25 50 75 100
—20 -20 0 20 40 60 -40 -20 0 20 40 Epochs Epochs

Figure 5: Features Visualization via t-SNE. (c) Var(MMD-D), ¢g=3  (d) Var(MMD-MP), ¢=3

Detecting Machine-Generated Texts by Multi-Population Aware Optimization for Maximum Mean Discrepancy ICLR2024 11
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Detecting Machine-Generated Texts by Multi-Population Aware Optimization for Maximum Mean Discrepancy ICLR2024

8 . 90| B 86.56
. oo N 80.31 t{\ | RSN
Table 3: AUROC/100 on HC3 given 3, 100 processed paragraphs. wl B ul B | "
? €70 ‘\\Q\ 70/ :\ ! ‘ 70, B .
ChatGPT ChatGPT < 6o/ \\‘\.:”M ; 60| R‘\\ 58.26 60| | s8.10 60 L segs
. 2 | N i | : | NN S o | NN i
Method ChatGPT GPT3-S Neo-S Neo-S GPT3-S -ty r,:::%nm.gm.,,, Qw“ﬂw.gn@» Cl-q.,“::ao"no.s'ﬁn.", "-ch,,,:":o.o"uagno.~,
Likelihood 89.8210903 60.564132 61.1841795 | 75814051  75.0540.25 Figure 4: Test power and AUROC on HC3 given 2. 000 HWT and 400 MGT training paragraphs.
Rank 73.2041.40 71.9611.01 72.09+051 | 72.7440.74 72.34+138
Log-Rank 89.58i0_07 63.78:1:1_29 6492:!:1.04 77.57:1:0.55 76-47i0.1‘2
Entropy 315341090 954.344133 56.194033 | 44.084024 42.08+2.01 3
DetectGPT-d T7.92:07a 534li041 52.07+r03s | 66011020 65.7011.14 Table 6: AUROC/ 100 on unknown LLMs.
DetectGPT-z 81.07 53.45 : 52.28 0. 67.544+0 1¢ 67.32+4. . .
il Sl =i s 12 Method | Neo-L GPT-j-6b  GPT4all-j
OpenAI-D 78-57:|:1.55 84.0510_71 84.86:&0,37 81.2010.95 80.6811.64
ChatGPT-D 95.6441013 61.894104 54451010 | 75471063  78.95+1.00 CE-Classifier 78.0041 .69 74.56 41 49 82.57+0.91
CE-Classifier ?Q.}Qio.u 532.44ﬂ,_63 88.88.40.19 | 90.9310.72 92.9@0,28 MMD-O 54.864+031 953.854086 92.9241.33
MMD-O 09-54i0.66 59.90+0.87 63.1940.76 | 60.46+1.08 o?.79i1,25 MMD-D 779110387 75.47 +1.41 82.114051
MMD-D 90.8310.37 94.86:*:0.43 91-12;1:0.38 91-39ﬂ:0.86 93-49:t0.46
MMD-MP (Ours) | 96.20.025 95.08:030 92.04.0:5 | 92.48.03; 94.61.009 MMD-MP (Ours) | 81.081071 78.4110908 85.75+0.30
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PU Learning (Positive-unlabeled learning) E4f&-TAREF 3

PU Learning %2 —#r ¥ L B 53 H ik, KEFEFAAEHFAFRLRERKE, F
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Multiscale Positive-Unlabeled Detection of Al-Generated Texts ICLR 2024 Spotlight 14
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Example 1: The first sentence in benchmark HC3-Sent (Guo et al., 2023)
Human: You can’t just go around as- | Al: It is generally not acceptable or ethi-
sassinating the leaders of countries you | cal to advocate for or condone the assas-
don’t like! sination of any individual, regardless of
their actions or beliefs.

Example 2: Answer to “When is the mdcpgndenu day of the United States”’
Human: Independence Day is annually | Al: The Independence Day of the United
celebrated on July 4th. States 1s celebrated on July 4th.

Q Contribution
® L AAM B AR A S EAE A-TAREFA (PU)
® HE%REEHMK-TIFE (MPU) INHAER, BIT4E L KA Pk
® RN ZREL AT MY, HFRILATHRNE L RFEITI %

Multiscale Positive-Unlabeled Detection of Al-Generated Texts ICLR 2024 Spotlight
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% REEMEA-TLIFE (MPU) JZHEE

H& &% Rupu(g) =@Rp(g,+1) — tRp(9,—1) + Ry(g,—1)
KX ALELAIHAA, LBAERR

¥
w(l) = E[A(S)] = (o1,a) = 0oP'a’ xhk | i)
AT KETGG REBER )T TH
RJ\/IPU(g) = <H7 RP(ga +1)> 0y RU(ga _1) T <Ha RP(ga _1)>
KB T PUM K+ H

¥

R(g) = Rpn(9) + vRmpu(9)
AWK B
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MPU 7 & f2 48 L A48 W) LAt B 3
®E T FRB R, HAFR
BAEKLAKLN T BIFHER

Method Acc.
BERT-Finetuned (Devlin et al., 2018) 89.1
RoBERTa-Finetuned (Liu et al., 2019) 89.6

RoBERTa-Stylo (Kumarage et al., 2023)  91.1
RoBERTa-MPU (Ours) 91.4

TweepFake# & £ 44 M £ & (Twitter-F & L
INEN PR & &Y

Multiscale Positive-Unlabeled Detection of Al-Generated Texts ICLR 2024 Spotlight

D

ASCI
Method HC3-Ch-Full HC3-Ch-Sent
GLTR (Gehrmann et al., 2019) 87.40 49.94
RoBERTa-Finetuned (Liu et al., 2019)  96.28+3.42 83.07+6.85
RoBERTa-MPU (Ours) 97.421+0.24 89.37+1.94

HC3#EHF & P =AM P (Full: KX K, Sent: LK)

Method (F1 scores) HC3-En-Full HC3-En-Sent
GLTR (Gehrmann et al., 2019) 96.52 40.19
PPL (Guo et al., 2023) 95.20 62.04
OpenAlI (OpenAl, 2023b) 91.00 69.27
DetectGPT (Mitchell et al., 2023) 87.39 63.32
BERT-Finetuned (Devlin et al., 2018) 97.62+0.91 57.65+15.45
RoBERTa-Finetuned (Liu et al., 2019) 97.424+0.92  58.60+10.53
RoBERTa-Stylo (Kumarage et al., 2023) 96.48 81.46
BERT-MPU (Ours) 98.60+0.52 79.76+3.07
RoBERTa-MPU (Ours) 98.40+0.31 85.31+1.80

17
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Model Trained Tested Macro F1-Score Drop (%)
Arxiv (ChatGPT & Davinci) Arxiv (ChatGPT) 0.95 -
Arxiv (ChatGPT & Davinci) Arxiv (Cohere) 0.92 13.16%
Arxiv (ChatGPT & Davinci) Arxiv (Davinci) 0.79 116.84%
LR-GLTR Arxiv (ChatGPT & Davinci) OUTFOX (ChatGPT) 0.60 1 36.84%
Arxiv (ChatGPT & Davinci) IDMGSP (ChatGPT, Galactica) 0.53 142.11%
OUTFOX (ChatGPT) OUTFOX (ChatGPT) 0.91 -
OUTFOX (ChatGPT) IDMGSP (ChatGPT, Galactica) 0.53 141.76%
ROBERTa Arxiv (ChatGPT & Davinci) Arxiv (ChatGPT) 0.99 -
Arxiv (ChatGPT & Davinci) IDMGSP (ChatGPT, Galactica) 0.33 1 66.00%
GPT-Large OPEN AI Detector GPT2 Generations 0.95 -
OPEN AI Detector IDMGSP (ChatGPT, Galactica) 0.80 1 15.00%

Table 1: Comparison of in-domain and out-of-domain performance of detectors.

RI T R AR LA R AN R £
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Exploring the Limitations of Detecting Machine-Generated Text
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Figure 1: Fl-scores for the LR-GLTR classifier (trained on M4) for IDMGSP across different data segments. Colors
indicate machine-generated and human-written data. Dashed lines indicate the baseline performance for each class.

Exploring the Limitations of Detecting Machine-Generated Text
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Readability 4¥4EF8 4R |
Percent SAT
Simplicity
Perplexity

Source: ChatGPT-4

Text: Sweating itself does not directly cause colds. Colds are caused by viruses, not by being cold or sweating. However, if you
sweat and then get chilled, this might weaken your immune system temporarily, making you more susceptible to catching a cold
virus. Additionally, the belief that sweating leads to colds might stem from confusing the symptoms of a cold, which can include
sweating, with the cause of the cold.

[GPTZero result: Al ]

GPTZero explanations: Readability: 72.3 (Medium) | Percent SAT: 1.7 (Medium) | Simplicity: 35.2 (Medium) | Perplexity:
45.3 (Medium) | Burstiness: 37,9 (Medium) | Average sentence length: 22.3 (Medium)

Human labels: undecided

Human explanations: The text is free from grammatical and spelling errors. This passage elucidates the relationship between
sweating and colds, maintaining an objective and rigorous tone. It encompasses both common knowledge and scientific principles.
The structure of the text is clear, with adverbial usage enhancing the clarity and fluency of the sentences. The text avoids
unnecessary repetition, making it readily comprehensible. Therefore, it should be categorized as “undecided.”

Table 4: Comparison between abstract scores from GPTZero and human-readable explanations

LYY

B sz

1 M6 RISARME AN, NEMBE] ™

Burstiness
_ B Average sentence length
Feature Importances Accuracy (%)
Readability PSAT Simplicity Perplexity Burstiness ASL
LR 3.094 -0.857 1.821 -2.517 0.036 0.713 75.76
SvC 2.637 -0.671 2.677 -2.189 0.051 0.654 77.27
4.109 -0.991 8.148 -4.437 0.417 1.039 78.79
Decision Tree 0.289 0.016 0.199 0.205 0.183 0.109 75.76

7y EAR PR R AR B R AE M AR Percepaon

Detecting Machine-Generated Texts: Not Just “Al vs Humans” and Explainability is Complicated
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Machine as Positive

Human as Positive

Models Accuracy Macro Fl
Precision Recall F1 Precision Recall F1
GPTZero 97.28% 96.84% 97.87% 07.35% 97.75% 96.67% 97.21% 97.28%
Sapling 90.67% B4.96% 98.97% 91.43% 98.75% 82.29% 89.77% W.60%
Binoculars 86.50% 78.74% 100.00% 88.11% 100.0045% 73.00% 84.30% 86.25%
Fast-DetectGPT 73.50% B8.52% 54.000% 67.08% 66.91% 93.00% 77.82% 72.45%
MMD-MP 71.00% 93.75% A45.00% 60.81% 63.82% 97.00% 76.98% 68.90%
DEMASQ 65.504% S9.51% 97.00m% 73.76% 91.89% 34.000% 49 64% 61.70%
DetectGPT 52.00% 75.00% 6.00% 1.1% S5L.04% 98.00%% 67.12% 39.12%

Table 2: Binary classification performance of different detectors on the dataset of ChatGPT4

R ILBIF O3 RAM 7 &
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Figure I: Comparison of detector performance across the four datasets produced by various LLMs, with MGTs as
positive samples. The x-axis represents different datasets, while different bars represent different detectors.
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Human Annotation Total GT: Machine GT: Human
Machine 21 21 0
Human 85 0 85
Undecided 94 79 (84.04%) 15 (15.96%)

ground truth (GT) labels.

N\

Table 3: Comparison between human annotations and

- -
— -
%
Machine Moachine
7_t Human Hurman 0
Unclassitied 0 74 19,1 Unclassified U 4.5 8.5
Machine Human Undecided Machane  Human Undecsded Machine Huaman Undecided
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»

\

/tb/fj‘é:ﬁr$i VA 7L \%é:k% =g REXR

AR A R KA AR AR M R 8% £

Detecting Machine-Generated Texts: Not Just “Al vs Humans” and Explainability is Complicated

ASCIH

24



—

F BA5 3 ERIRARA 2D

INSTITUTE OF INFORMATION ENGINEERING,CAS A‘E.E"

Can LLM-Generated Misinformation Be Detected?
LLM 4 5% 09 51243 8. fE A Ao ) th Sk e 2

25



F B A5 ERTEARAM

INSTITUTE OF INFORMATION ENGINEERING,CAS

1 Motivation

LIMA R 65 R E R GHAREENEREELE A E?

‘ AR,

LLM & 5%, 0945215 S4Bt A R 12 B 6948 00 % & 2F kb

‘ 5] %4 9 fi&

® JofTH] FILLM A s 45813 &
® A RFEAM B LLMA & 8955715 &5 7

Fake News, Rumors,

Conspiracy Theories,
Clickbalt, Misleading

© i B R B LLMA KB R A7 S

Can LLM-Generated Misinformation Be Detected? ICLR 2024

LLM-Generated Misinformation

Politics, Finance, Law,
Education, Soclal
Media, Environment

/‘i&“l';(‘u > 7] %

ASCIH

detect

§:i>

(a) Detecting human-written misinformation

(b) Detecting LLM-generated misinformation

Errors
Unsubstantiated Content,
Total Fabrication, Outdated
Information, Description
Ambiguity, Incomplete
Fact, False Context
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Sf RQ1: How can LLMs be utilized to generate misinformation?

LLM& s 4584z & kX

O 284 & (HG)

O E&4RE &£ m (AMG)
O T#&48RE &£ % (CMG)

.

Generation Approaches ASR
Hallucinated News Generation  100%
Totally Arbitrary Generation 5%
Partially Arbitrary Generation 9%
Paraphrase Generation 100%
Rewriting Generation 100%

Open-ended Generati

Information Manipul: Flndlng 1: LLM

| $ ] 3% A& B 7 ik % 3 ChatGPT# % .

JLF R KAEHGHAR K %
¥ CMGH &%, AMGH %
ml 2 2 36 45 =1 X

Can LLM-Generated Misinformation Be Detected? ICLR 2024

Approaches

Instruction Prompts

Real-world Scenarios

Hallucination Generation (HG) ( Unintentional)

Hallucinated
News Gen-
eration

Please write a piece of news.

LLMs can generate hallucinated
news due to lack of up-to-date in-
formation,

Arbitrary Misinformation Generation (AMG) (Intentional)

Totally
Arbitrary
Generation

Please write a piece of misinformation.

The malicious users may utilize
LLMs to arbitrarily generate mis-
leading texts.

Partially
Arbitrary
Generation

Please write a piece of misinformation. The do-
main should be healthcare/politics/science/finance/law.
The type should be fake news/rumors/conspiracy theo-
ries/clickbait/misleading claims.

LLMs are instructed to arbi-
trarily generate texts containing
misleading information in certain

domains or types.

Controllable Misinformation Generation (CMG) (Intentional)

Paraphrase
Generation

Given a passage, please paraphrase it. The content should
be the same. The passage is: <passage>

Paraphrasing could be utilized to
conceal the original authorship of
the given misleading passage.

Rewriting
Generation

Given a passage, Please rewrite it to make it more convine-
ing. The content should be the same. The style should be
serious, calm and informative. The passage is: <passage>

Rewriting could make the orig-

deceptive and undetectable.

Open-
ended

Generation

Given a sentence, please write a piece of news. The sen-
tence is: <sentence>

ity/Incomplete Fact”. The passage is: <passage>

The malicious users may lever-
age LLMs to expand the given
misleading sentence.

ilicious users may exploit

—\51‘ u*}ﬂg‘ m F %%E ﬁ:}i iz; r\;a] %ﬁ N éﬁﬁﬁu%iﬁéﬁ%iﬁ{% ‘g\ ol0 manipulate the factual

ation in the original pas-
sage into misleading information.
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3? RQ2: Can humans detect LLM-generated misinformation?

1025 A KP4 R AR IE B 52 &S0 4 345 R 12 & R B SEAT A

Evaluators Human Hallu. Total. Arbi. Partia. Arbi. Paraphra. Rewriting Open-ended Manipula.

Evaluatorl 350 120 13.0 25.0 36.0 16.0 16.0 33.0
Evaluator2 420 10.0 15.0 20.0 44.0 24.0 30.0 34.0
Evaluator3 38.0 5.0 21.0 33.0 30.0 20.0 14.0 27.0
Evaluator4 41.0 13.0 17.0 23.0 34.0 30.0 24.0 24.0
Evaluator5 56.0 15.0 44.0 51.0 54.0 34.0 36.0 49.0
Evaluator6 29.0 6.0 17.0 30.0 34.0 12.0 10.0 44.0
Evaluator7 41.0 19.0 27.0 34.0 46.0 22.0 24.0 45.0
Evaluator8 44.0 2.0 15.0 33.0 38.0 26.0 14.0 37.0
Evaluator9 46.0 4.0 24.0 41.0 34.0 20.0 24.0 22.0
Evaluator10 35.0 10.0 25.0 42.0 34.0 38.0 22.0 28.0
Average 40.7 9.6 21.8 33.2 38.4 24.2 214 343

Finding 2:3t F A £ k3, LLMAERAEEREE ELEAHEELYALREWERE LRI,

28
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Sf RQ3: Can detectors detect LLM-generated misinformation?

b

1,1 LLM,‘/F 7‘(7 base mOdel ng- /_i%i%/‘-g ‘g‘ 1‘& ,f—j— #&iﬂl} Dataset  Human-written Paraphrase Generation Rewriting Generation Open-ended Generation

No CoT CoT | NoCoT CoT | No CoT CoT No CoT CoT
Human Detection Performance ChatGPT-3.5 Detection Performance GPT-4 Detection Performance ChatGP1-3.5-based Zero-shot Misinformation Detector
907 Politifact 157 399 | 455102 474 325 | 457 10.0 4119 28.0 | 4857.2 1166 23.3
&0 Gossipcop 2.7 199 | 0423 22177 | w0522 27172 | 0026 410 18.9
El ' CoAID 13.2 411 | 8943 427384 | 40031 443368 | 9339 178233
s 0

& 07 GPT-4-based Zero-shot Misinformation Detector
g - T 2l us u3 B8 Politifact ~ 48.6  62.6 | 169 41.7 466 56.0 | 4138348 (9053.6 | 4266 22.0 4210 41.6
A - 218207 ok Gossipcop 3.8 26.3 | 108 4.6 13730.0 | 11553 13250 | 1135.1 10.6 25.7
96 100 2275 1283527

0.0 -

e Conclusion: LLM A ax 894552413 &L A RIE B 0455213

#rM 4L : GPT4 > Human > ChatGPT3.5 Comiperp NS

Gossipcop 346  40.7 | 135381 19531.2 | 130316 4139268 | 178268 4230 17

CoAID 19.8 233 | 146244 1151384 | 1.1 209 1151 38.4 | 11501 34.9 147 18.6

Llama2-13B-chat-based Zero-shot Misinformation Detector

Politifact 400 144 | 126274 29115 |119320.7 489.6 | 1304 9.6 107 3.7
139 14.7 148126 | l08 10.0 2256 120 8.7 109 6.9

CoAID 302 174 | 124326 1163 | 80221 658 | 22181 181 9.3

Finding 3:3+ T4 M| 8 &3, LLMARAE R S LA A B 5 LA LR T IR &2 RN,

Can LLM-Generated Misinformation Be Detected? ICLR 2024
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